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Preface

Intended Audience

The FreeBSD newcomer will find that the first section of this book guides the user through the FreeBSD installation
process and gently introduces the concepts and conventions that underpin UNIX®. Working through this section
requires little more than the desire to explore, and the ability to take on board new concepts as they are introduced.
Once you have traveled this far, the second, far larger, section of the Handbook is a comprehensive reference to all
manner of topics of interest to FreeBSD system administrators. Some of these chapters may recommend that you
do some prior reading, and this is noted in the synopsis at the beginning of each chapter.

For a list of additional sources of information, please see Appendix B, Bibliography.

Changes from the Third Edition

The current online version of the Handbook represents the cumulative effort of many hundreds of contributors
over the past 10 years. The following are some of the significant changes since the two volume third edition was
published in 2004:

« Chapter 24, DTrace has been added with information about the powerful DTrace performance analysis tool.

« Chapter 20, Other File Systems has been added with information about non-native file systems in FreeBSD, such
as ZFS from Sun™.

« Chapter 16, Security Event Auditing has been added to cover the new auditing capabilities in FreeBSD and explain
its use.

« Chapter 21, Virtualization has been added with information about installing FreeBSD on virtualization software.

» Chapter 2, Installing FreeBSD has been added to cover installation of FreeBSD using the new installation utility,
bsdinstall.

Changes from the Second Edition (2004)

The third edition was the culmination of over two years of work by the dedicated members of the FreeBSD Docu-
mentation Project. The printed edition grew to such a size that it was necessary to publish as two separate volumes.
The following are the major changes in this new edition:

+ Chapter 11, Configuration and Tuning has been expanded with new information about the ACPI power and resource
management, the cron system utility, and more kernel tuning options.

+ Chapter 13, Security has been expanded with new information about virtual private networks (VPNs), file system
access control lists (ACLs), and security advisories.

« Chapter 15, Mandatory Access Control is a new chapter with this edition. It explains what MAC is and how this
mechanism can be used to secure a FreeBSD system.

+ Chapter 17, Storage has been expanded with new information about USB storage devices, file system snapshots,
file system quotas, file and network backed filesystems, and encrypted disk partitions.

« A troubleshooting section has been added to Chapter 27, PPP.



Changes from the First Edition (2001)

« Chapter 28, Electronic Mail has been expanded with new information about using alternative transport agents,
SMTP authentication, UUCP, fetchmail, procmail, and other advanced topics.

« Chapter 29, Network Servers is all new with this edition. This chapter includes information about setting up the
Apache HTTP Server, ftpd, and setting up a server for Microsoft® Windows® clients with Samba. Some sections
from Chapter 31, Advanced Networking were moved here to improve the presentation.

« Chapter 31, Advanced Networking has been expanded with new information about using Bluetooth® devices with
FreeBSD, setting up wireless networks, and Asynchronous Transfer Mode (ATM) networking.

* A glossary has been added to provide a central location for the definitions of technical terms used throughout
the book.

+ A number of aesthetic improvements have been made to the tables and figures throughout the book.

Changes from the First Edition (2001)

The second edition was the culmination of over two years of work by the dedicated members of the FreeBSD Doc-
umentation Project. The following were the major changes in this edition:

A complete Index has been added.
+ Al ASCII figures have been replaced by graphical diagrams.

* A standard synopsis has been added to each chapter to give a quick summary of what information the chapter
contains, and what the reader is expected to know.

” o«

+ The content has been logically reorganized into three parts: “Getting Started”, “System Administration”, and
“Appendices”.

« Chapter 3, FreeBSD Basics has been expanded to contain additional information about processes, daemons, and
signals.

« Chapter 4, Installing Applications: Packages and Ports has been expanded to contain additional information about
binary package management.

+ Chapter 5, The X Window System has been completely rewritten with an emphasis on using modern desktop tech-
nologies such as KDE and GNOME on XFree86™ 4.X.

« Chapter 12, The FreeBSD Booting Process has been expanded.

« Chapter 17, Storage has been written from what used to be two separate chapters on “Disks” and “Backups”.
We feel that the topics are easier to comprehend when presented as a single chapter. A section on RAID (both
hardware and software) has also been added.

» Chapter 26, Serial Communications has been completely reorganized and updated for FreeBSD 4.X/5.X.

« Chapter 27, PPP has been substantially updated.

* Many new sections have been added to Chapter 31, Advanced Networking.

« Chapter 28, Electronic Mail has been expanded to include more information about configuring sendmail.

« Chapter 10, Linux® Binary Compatibility has been expanded to include information about installing Oracle® and
SAP® R/3®.

« The following new topics are covered in this second edition:
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+ Chapter 11, Configuration and Tuning.

+ Chapter 7, Multimedia.

Organization of This Book

This book is split into five logically distinct sections. The first section, Getting Started, covers the installation and
basic usage of FreeBSD. It is expected that the reader will follow these chapters in sequence, possibly skipping
chapters covering familiar topics. The second section, Common Tasks, covers some frequently used features of Free-
BSD. This section, and all subsequent sections, can be read out of order. Each chapter begins with a succinct syn-
opsis that describes what the chapter covers and what the reader is expected to already know. This is meant to
allow the casual reader to skip around to find chapters of interest. The third section, System Administration, covers
administration topics. The fourth section, Network Communication, covers networking and server topics. The fifth
section contains appendices of reference information.

Chapter 1, Introduction
Introduces FreeBSD to a new user. It describes the history of the FreeBSD Project, its goals and development
model.

Chapter 2, Installing FreeBSD
Walks a user through the entire installation process of FreeBSD 9.x and later using bsdinstall.

Chapter 3, FreeBSD Basics
Covers the basic commands and functionality of the FreeBSD operating system. If you are familiar with Linux®
or another flavor of UNIX® then you can probably skip this chapter.

Chapter 4, Installing Applications: Packages and Ports
Covers the installation of third-party software with both FreeBSD's innovative “Ports Collection” and standard
binary packages.

Chapter 5, The X Window System
Describes the X Window System in general and using X11 on FreeBSD in particular. Also describes common
desktop environments such as KDE and GNOME.

Chapter 6, Desktop Applications
Lists some common desktop applications, such as web browsers and productivity suites, and describes how
to install them on FreeBSD.

Chapter 7, Multimedia
Shows how to set up sound and video playback support for your system. Also describes some sample audio
and video applications.

Chapter 8, Configuring the FreeBSD Kernel
Explains why you might need to configure a new kernel and provides detailed instructions for configuring,
building, and installing a custom kernel.

Chapter 9, Printing
Describes managing printers on FreeBSD, including information about banner pages, printer accounting, and
initial setup.

Chapter 10, Linux® Binary Compatibility
Describes the Linux® compatibility features of FreeBSD. Also provides detailed installation instructions for
many popular Linux® applications such as Oracle® and Mathematica®.

Chapter 11, Configuration and Tuning

Describes the parameters available for system administrators to tune a FreeBSD system for optimum perfor-
mance. Also describes the various configuration files used in FreeBSD and where to find them.
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Chapter 12, The FreeBSD Booting Process
Describes the FreeBSD boot process and explains how to control this process with configuration options.

Chapter 13, Security
Describes many different tools available to help keep your FreeBSD system secure, including Kerberos, IPsec
and OpenSSH.

Chapter 14, Jails
Describes the jails framework, and the improvements of jails over the traditional chroot support of FreeBSD.

Chapter 15, Mandatory Access Control
Explains what Mandatory Access Control (MAC) is and how this mechanism can be used to secure a FreeBSD
system.

Chapter 16, Security Event Auditing
Describes what FreeBSD Event Auditing is, how it can be installed, configured, and how audit trails can be
inspected or monitored.

Chapter 17, Storage
Describes how to manage storage media and filesystems with FreeBSD. This includes physical disks, RAID
arrays, optical and tape media, memory-backed disks, and network filesystems.

Chapter 18, GEOM: Modular Disk Transformation Framework
Describes what the GEOM framework in FreeBSD is and how to configure various supported RAID levels.

Chapter 20, Other File Systems
Examines support of non-native file systems in FreeBSD, like the Z File System from Sun™.

Chapter 21, Virtualization
Describes what virtualization systems offer, and how they can be used with FreeBSD.

Chapter 22, Localization - i18n/L10n Usage and Setup
Describes how to use FreeBSD in languages other than English. Covers both system and application level lo-
calization.

Chapter 23, Updating and Upgrading FreeBSD
Explains the differences between FreeBSD-STABLE, FreeBSD-CURRENT, and FreeBSD releases. Describes which
users would benefit from tracking a development system and outlines that process. Covers the methods users
may take to update their system to the latest security release.

Chapter 24, DTrace
Describes how to configure and use the DTrace tool from Sun™ in FreeBSD. Dynamic tracing can help locate
performance issues, by performing real time system analysis.

Chapter 26, Serial Communications
Explains how to connect terminals and modems to your FreeBSD system for both dial in and dial out connec-
tions.

Chapter 27, PPP
Describes how to use PPP to connect to remote systems with FreeBSD.

Chapter 28, Electronic Mail
Explains the different components of an email server and dives into simple configuration topics for the most
popular mail server software: sendmail.

Chapter 29, Network Servers
Provides detailed instructions and example configuration files to set up your FreeBSD machine as a network
filesystem server, domain name server, network information system server, or time synchronization server.

Chapter 30, Firewalls
Explains the philosophy behind software-based firewalls and provides detailed information about the config-
uration of the different firewalls available for FreeBSD.
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Chapter 31, Advanced Networking
Describes many networking topics, including sharing an Internet connection with other computers on your
LAN, advanced routing topics, wireless networking, Bluetooth®, ATM, IPv6, and much more.

Appendix A, Obtaining FreeBSD
Lists different sources for obtaining FreeBSD media on CDROM or DVD as well as different sites on the Internet
that allow you to download and install FreeBSD.

Appendix B, Bibliography
This book touches on many different subjects that may leave you hungry for a more detailed explanation. The

bibliography lists many excellent books that are referenced in the text.

Appendix C, Resources on the Internet
Describes the many forums available for FreeBSD users to post questions and engage in technical conversa-
tions about FreeBSD.

Appendix D, OpenPGP Keys
Lists the PGP fingerprints of several FreeBSD Developers.

Conventions used in this book
To provide a consistent and easy to read text, several conventions are followed throughout the book.

Typographic Conventions

Italic
An italic font is used for filenames, URLs, emphasized text, and the first usage of technical terms.

Monospace
A monospaced font is used for error messages, commands, environment variables, names of ports, hostnames,
user names, group names, device names, variables, and code fragments.

Bold
A bold font is used for applications, commands, and keys.

User Input

Keys are shown in bold to stand out from other text. Key combinations that are meant to be typed simultaneously
are shown with “+' between the keys, such as:

Ctrl+Alt+Del

Meaning the user should type the Ctrl, Alt, and Del keys at the same time.

Keys that are meant to be typed in sequence will be separated with commas, for example:
Ctrl+X, Ctrl+S

Would mean that the user is expected to type the Ctrl and X keys simultaneously and then to type the Ctrl and
S keys simultaneously.

Examples

Examples starting with C:\> indicate a MS-DOS® command. Unless otherwise noted, these commands may be
executed from a “Command Prompt” window in a modern Microsoft® Windows® environment.

E:\> tools\fdimage floppies\kern.flp A:

Examples starting with # indicate a command that must be invoked as the superuser in FreeBSD. You can login as
root to type the command, or login as your normal account and use su(1) to gain superuser privileges.
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# dd if=kern.flp of=/dev/fd0

Examples starting with % indicate a command that should be invoked from a normal user account. Unless otherwise
noted, C-shell syntax is used for setting environment variables and other shell commands.

% top
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Part I. Getting Started

This part of the handbook is for users and administrators who are new to FreeBSD. These chapters:

Introduce FreeBSD.

Guide readers through the installation process.

Teach UNIX® basics and fundamentals.

Show how to install the wealth of third party applications available for FreeBSD.

Introduce X, the UNIX® windowing system, and detail how to configure a desktop environment that makes
users more productive.

The number of forward references in the text have been kept to a minimum so that this section can be read from
front to back with minimal page flipping.
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Chapter 1. Introduction

Restructured, reorganized, and parts rewritten by Jim Mock.

1.1. Synopsis

Thank you for your interest in FreeBSD! The following chapter covers various aspects of the FreeBSD Project, such
as its history, goals, development model, and so on.

After reading this chapter, you will know:

 How FreeBSD relates to other computer operating systems.
+ The history of the FreeBSD Project.

+ The goals of the FreeBSD Project.

¢ The basics of the FreeBSD open-source development model.

+ And of course: where the name “FreeBSD” comes from.

1.2. Welcome to FreeBSD!

FreeBSD is an Open Source, standards-compliant Unix-like operating system for x86 (both 32 and 64 bit), ARM®,
AArché64, RISC-V®, MIPS®, POWER®, PowerPC®, and Sun UltraSPARC® computers. It provides all the features that
are nowadays taken for granted, such as preemptive multitasking, memory protection, virtual memory, multi-user
facilities, SMP support, all the Open Source development tools for different languages and frameworks, and desktop
features centered around X Window System, KDE, or GNOME. Its particular strengths are:

» Liberal Open Source license, which grants you rights to freely modify and extend its source code and incorporate
it in both Open Source projects and closed products without imposing restrictions typical to copyleft licenses,
as well as avoiding potential license incompatibility problems.

» Strong TCP/IP networking - FreeBSD implements industry standard protocols with ever increasing performance
and scalability. This makes it a good match in both server, and routing/firewalling roles - and indeed many
companies and vendors use it precisely for that purpose.

« Fully integrated OpenZFS support, including root-on-ZFS, ZFS Boot Environments, fault management, administra-
tive delegation, support for jails, FreeBSD specific documentation, and system installer support.

« Extensive security features, from the Mandatory Access Control framework to Capsicum capability and sandbox
mechanisms.

* Over 30 thousand prebuilt packages for all supported architectures, and the Ports Collection which makes it easy
to build your own, customized ones.

« Documentation - in addition to Handbook and books from different authors that cover topics ranging from system
administration to kernel internals, there are also the man(1) pages, not only for userspace daemons, utilities,
and configuration files, but also for kernel driver APIs (section 9) and individual drivers (section 4).

+ Simple and consistent repository structure and build system - FreeBSD uses a single repository for all of its compo-
nents, both kernel and userspace. This, along with an unified and easy to customize build system and a well
thought out development process makes it easy to integrate FreeBSD with build infrastructure for your own
product.


https://www.FreeBSD.org/cgi/man.cgi?query=man&sektion=1&manpath=freebsd-release-ports
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* Staying true to Unix philosophy, preferring composability instead of monolithic “all in one” daemons with hard-
coded behavior.

*  Binary compatibility with Linux, which makes it possible to run many Linux binaries without the need for virtu-
alisation.

FreeBSD is based on the 4.4BSD-Lite release from Computer Systems Research Group (CSRG) at the University of
California at Berkeley, and carries on the distinguished tradition of BSD systems development. In addition to the
fine work provided by CSRG, the FreeBSD Project has put in many thousands of man-hours into extending the
functionality and fine-tuning the system for maximum performance and reliability in real-life load situations.
FreeBSD offers performance and reliability on par with other Open Source and commercial offerings, combined
with cutting-edge features not available anywhere else.

1.2.1. What Can FreeBSD Do?

The applications to which FreeBSD can be put are truly limited only by your own imagination. From software
development to factory automation, inventory control to azimuth correction of remote satellite antennae; if it can
be done with a commercial UNIX® product then it is more than likely that you can do it with FreeBSD too! FreeBSD
also benefits significantly from literally thousands of high quality applications developed by research centers and
universities around the world, often available at little to no cost.

Because the source code for FreeBSD itself is generally available, the system can also be customized to an almost
unheard of degree for special applications or projects, and in ways not generally possible with operating systems
from most major commercial vendors. Here is just a sampling of some of the applications in which people are
currently using FreeBSD:

» Internet Services: The robust TCP/IP networking built into FreeBSD makes it an ideal platform for a variety of
Internet services such as:

+ Web servers

+ IPv4 and IPv6 routing

+ Firewalls and NAT (“IP masquerading”) gateways
* FTP servers

+  Email servers

+ And more...

* Education: Are you a student of computer science or a related engineering field? There is no better way of learning
about operating systems, computer architecture and networking than the hands on, under the hood experience
that FreeBSD can provide. A number of freely available CAD, mathematical and graphic design packages also
make it highly useful to those whose primary interest in a computer is to get other work done!

* Research: With source code for the entire system available, FreeBSD is an excellent platform for research in
operating systems as well as other branches of computer science. FreeBSD's freely available nature also makes it
possible for remote groups to collaborate on ideas or shared development without having to worry about special
licensing agreements or limitations on what may be discussed in open forums.

* Networking: Need a new router? A name server (DNS)? A firewall to keep people out of your internal network?
FreeBSD can easily turn that unused PC sitting in the corner into an advanced router with sophisticated pack-
et-filtering capabilities.

+ Embedded: FreeBSD makes an excellent platform to build embedded systems upon. With support for the ARM®,
MIPS® and PowerPC® platforms, coupled with a robust network stack, cutting edge features and the permissive
BSD license FreeBSD makes an excellent foundation for building embedded routers, firewalls, and other devices.


https://www.FreeBSD.org/doc/en_US.ISO8859-1/books/faq/introduction.html#bsd-license-restrictions
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Desktop: FreeBSD makes a fine choice for an inexpensive desktop solution using the freely available X11 server.
FreeBSD offers a choice from many open-source desktop environments, including the standard GNOME and KDE
graphical user interfaces. FreeBSD can even boot “diskless” from a central server, making individual worksta-
tions even cheaper and easier to administer.

Software Development: The basic FreeBSD system comes with a full complement of development tools including a
full C/C++ compiler and debugger suite. Support for many other languages are also available through the ports
and packages collection.

FreeBSD is available to download free of charge, or can be obtained on either CD-ROM or DVD. Please see Appen-
dix A, Obtaining FreeBSD for more information about obtaining FreeBSD.

1.2.2. Who Uses FreeBSD?

FreeBSD has been known for its web serving capabilities - sites that run on FreeBSD include Hacker News, Netcraft,
NetEase, Netflix, Sina, Sony Japan, Rambler, Yahoo!, and Yandex.

FreeBSD's advanced features, proven security, predictable release cycle, and permissive license have led to its use
as a platform for building many commercial and open source appliances, devices, and products. Many of the world's
largest IT companies use FreeBSD:

Apache - The Apache Software Foundation runs most of its public facing infrastructure, including possibly one
of the largest SVN repositories in the world with over 1.4 million commits, on FreeBSD.

Apple - 0S X borrows heavily from FreeBSD for the network stack, virtual file system, and many userland com-
ponents. Apple iOS also contains elements borrowed from FreeBSD.

Cisco - IronPort network security and anti-spam appliances run a modified FreeBSD kernel.

Citrix - The NetScaler line of security appliances provide layer 4-7 load balancing, content caching, application
firewall, secure VPN, and mobile cloud network access, along with the power of a FreeBSD shell.

Dell EMC Isilon - Isilon's enterprise storage appliances are based on FreeBSD. The extremely liberal FreeBSD
license allowed Isilon to integrate their intellectual property throughout the kernel and focus on building their
product instead of an operating system.

Quest KACE - The KACE system management appliances run FreeBSD because of its reliability, scalability, and
the community that supports its continued development.

iXsystems - The TrueNAS line of unified storage appliances is based on FreeBSD. In addition to their commercial
products, iXsystems also manages development of the open source projects TrueOS and FreeNAS.

Juniper - The JunOS operating system that powers all Juniper networking gear (including routers, switches,
security, and networking appliances) is based on FreeBSD. Juniper is one of many vendors that showcases the
symbiotic relationship between the project and vendors of commercial products. Improvements generated at
Juniper are upstreamed into FreeBSD to reduce the complexity of integrating new features from FreeBSD back
into JunOS in the future.

McAfee - SecurOS, the basis of McAfee enterprise firewall products including Sidewinder is based on FreeBSD.

NetApp - The Data ONTAP GX line of storage appliances are based on FreeBSD. In addition, NetApp has con-
tributed back many features, including the new BSD licensed hypervisor, bhyve.

Netflix - The OpenConnect appliance that Netflix uses to stream movies to its customers is based on FreeBSD.
Netflix has made extensive contributions to the codebase and works to maintain a zero delta from mainline
FreeBSD. Netflix OpenConnect appliances are responsible for delivering more than 32% of all Internet traffic in
North America.


https://news.ycombinator.com/
http://www.netcraft.com/
http://www.163.com/
https://signup.netflix.com/openconnect
http://www.sina.com/
http://www.sony.co.jp/
http://www.rambler.ru/
http://www.yahoo.com/
http://www.yandex.ru/
http://www.apache.org/
http://www.apple.com/
http://www.cisco.com/
http://www.citrix.com/
https://www.emc.com/isilon
http://www.quest.com/KACE
http://www.ixsystems.com/
http://www.juniper.net/
http://www.mcafee.com/
http://www.netapp.com/
http://www.netflix.com/

Who Uses FreeBSD?

+ Sandvine - Sandvine uses FreeBSD as the basis of their high performance real-time network processing plat-
forms that make up their intelligent network policy control products.

+ Sony - The PlayStation 4 gaming console runs a modified version of FreeBSD.

+ Sophos - The Sophos Email Appliance product is based on a hardened FreeBSD and scans inbound mail for
spam and viruses, while also monitoring outbound mail for malware as well as the accidental loss of sensitive
information.

« Spectra Logic - The nTier line of archive grade storage appliances run FreeBSD and OpenZFS.

+ Stormshield - Stormshield Network Security appliances are based on a hardened version of FreeBSD. The BSD
license allows them to integrate their own intellectual property with the system while returning a great deal of
interesting development to the community.

+ The Weather Channel - The IntelliStar appliance that is installed at each local cable provider's headend and is
responsible for injecting local weather forecasts into the cable TV network's programming runs FreeBSD.

* Verisign - Verisign is responsible for operating the .com and .net root domain registries as well as the accom-
panying DNS infrastructure. They rely on a number of different network operating systems including FreeBSD
to ensure there is no common point of failure in their infrastructure.

*+ Voxer - Voxer powers their mobile voice messaging platform with ZFS on FreeBSD. Voxer switched from a
Solaris derivative to FreeBSD because of its superior documentation, larger and more active community, and
more developer friendly environment. In addition to critical features like ZFS and DTrace, FreeBSD also offers
TRIM support for ZFS.

+ WhatsApp - When WhatsApp needed a platform that would be able to handle more 